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Concepts Used in this Tutorial

This section provides a brief overview of Rsam concepts mentioned in this tutorial.

User Account — A user account allows a user to access Rsam with specified credentials and right
permissions.

Role — A role defines the functionality and data available to an authenticated user.
Objects — Objects are structures that contain questionnaires and records.

Record Category Type — The Record Category Type is the highest grouping in the Rsam Record
structure. Categories represent the various uses for Records within the organization. A category can
include several different Record Types.

Record Type — Records Types are the essential building blocks of record-based applications. They
store data (i.e. attribute values) and are subject to workflow. Record Types can be arranged in a
hierarchical structure, starting from a “"Root” Record Type and branching into “Child” Record Types.
Every Record Type must belong to a Record Category Type, and every Record Category Type must
belong to an Object Type.

Saved Search — Rsam’s Search functionality allows you to search for and manage objects, records,
and logs using advanced features such as grouping, filtering, charting, and exporting. Saved Searches
have multiple uses throughout Rsam. They are used to create Rsam “navigators,” which can then be
presented to users via Home Page tabs. They can also be presented as charts or as saved search links
on home page tabs. They define saved search attributes that establish links between Rsam objects
and records, and can be shared with individuals or roles as stand-alone lookup and navigation tools.

Chart — The Charting functionality in Rsam is powerful and dynamic. Charts are tightly integrated
with Rsam searches and can be created and modified directly from within search results. The
resulting charts can then be exported for use in external documents or included as widgets on home
page tabs to create powerful in-application dashboards.
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Pre-Existing Configurations Used in this

Tutorial

To ensure that each platform tutorial can be executed in isolation (i.e. with no dependency on having
executed other tutorials), your Rsam sandbox environment has been pre-configured with certain
administrative items. This tutorial utilizes the following pre-existing configurations.

Configuration Type
Object

Admin Name
10.2.57.255

Use

Object in Open All Record Categories.

Acme Corp HQ

Object in Open a Specific Record Category.

FinanceBooks

Object in Assigning Roles to User
Accounts.

Record Category

Findings from
Questionnaire

Record category in
Open a Specific Record Category.

Home Page Tab

Questionnaire Findings
Navigator

Record navigator in Filter and Copy a Link.

Findings Navigator

Record navigator in Add a Child Record.

Start

Home page in Add a New Record.

Record Type “Finding from
Questionnaire”

Password Length (user)

Record in the following sections:

- Open a Record

- Update a Record

- Perform a Workflow Action
- Assign a Record

Object

ASMT Test

Object in the following sections:
- Open a Record

- Assign a Record

= Filter

- Perform a Workflow Action

Search

Audits by Status

Record search in the following sections:

- Open a Saved Search
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Configuration Type

Admin Name

& R-sam

Use
- Update an Existing Saved Search

Findings by Status

Record search in the following sections:
- Add a Chart
- Update a Chart

User

r_test_user

User in Assigning Roles to User Accounts.

r_admin

User in the following sections:
- Interact with Record Categories
- Interact with Records

- Interact with Searches and Charts

r_risk_owner

User in Set up Login Account Email
Address.

r_assessment_manager

User in Open an Assessment and Create an
Assessment.

r_demo_owner

User in Assign a Record.

Note: If you are using your own instance of Rsam instead of an Rsam sandbox environment, you
must ensure that your environment includes examples of the above configuration types.
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Tutorial Objectives

In this tutorial, we will complete the following tasks:

e Get familiar with Rsam’s sign-in procedure and understand user accounts and roles.
e Navigating in Rsam.

e Open and create assessments.

e Open and view record categories.

e Perform record-specific tasks, such as opening records, adding records, adding child records,
updating records, copying record links, performing workflow actions, assigning records, and
deleting records.

e Explore searches and charts.
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This section explains the basics of users, roles, and permissions in Rsam that are required to access
user accounts and perform tasks.

Sign-In Page

Tutorials leverage pre-defined accounts that require authentication. Because tutorials may require you
to utilize multiple user accounts, manual authentication is required through the default sign-in screen
that opens when you access the secure URL.

Jsermame

‘
4
Y

cdillPAnY

Like most elements in Rsam, the Sign In page can be configured in a number of ways. Different
authentication options, such as user self-registration, integration with customer user directories (such
as Active Directory), or integration with Single Sign-On products can be applied. In addition, you can
embed your own branding and logo on the Sign In page.

Sign in to your Sandbox

To sign in to your Rsam sandbox, perform the following steps:
Obtain the URL for your Rsam sandbox and your user account credentials.
Open a web browser, such as Google Chrome, Microsoft Internet Explorer, or Mozilla Firefox.
Type the URL in the address bar of the web browser.

1
2
3
4. Enter Username and Password.
5. Click Sign In.

6

If you are prompted to change the password, specify a new password.

User Accounts

For a user to log in to Rsam, the correct username and password must be provided. These credentials
validate the user account in Rsam and provides the user with the appropriate permissions in the
application. The default password for all accounts in the Rsam sandbox is password. Individual users



-Lk Rsam End User Basics

may change their password once authenticated. Users with administrator permissions may also reset
the password of other users.

Set up Login Account Email Address

An Rsam sandbox environment is configured to send automated email notifications. In a production
implementation, user email addresses are usually imported from LDAP or other directory services. In
the sandbox, email addresses can be manually updated for testing purposes. In this example, we will
update the email address of the r_risk_owner user.

To update the email address, perform the following steps:
1. Sign in to Rsam as the r_admin user; where is r_admin and is password.
2. Navigate to Manage > Users/Groups.

3. On the Manage Users tab, locate the r risk_owner user and double-click the user to open the
details.

4, Enter the desired email address in the field, and click OK.

User Details
User Id:

r_risk_owner

First Mame: Middle Name: Last Name:
Risk Owner
eMail ID: Phone Number:

rowner@rsam.com

Assigning Roles to User Accounts

Most Rsam functionalities are role-based, and the linkage between a user account and role is made in
the context of either an object (such as organization, location, assessment, or host) or record (such
as an incident, threat, or finding).

For example, if the user “r_assessment_manager” is assigned the role of "Manager” on the application
object “FinanceBooks”, then in the context of that particular object, the user will have all the
functionalities that have been defined for the “"Manager” role. If that user has not been granted any
roles for other objects, then the user won’t have access to or see a reference to the other objects.

Rsam offers many methods for creating the linkage between user accounts and roles. Roles can be
directly assigned to an individual user account or to a group of users. Roles can also be assigned
through attributes or the Permission Assignments screen on individual objects and records. Roles can
also be assigned to different levels of object hierarchies, such as an Entity, Sub-Entity, Object, or
Aspect.
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J

28 R-sam

In this example, we will assign the r_test_user, the Respondent role, to the “FinanceBooks” object. To

assign the role, perform the following steps:

1. Sign in to Rsam as the r_admin user. Enter

is r_admin and

as password.

2.  From the navigation panel, navigate to Assessment Management > Assessment

Navigator.
Assessment Management

Questionnaires
Assessment Navigator
PCI Merchants

Questionnaire Findings
Navigator

Responses to Review MNavigator

Create new IT Application

3. Click the expand icon corresponding to IT Application to expand it, and then click the 1. Not

Started sub-grouping to display the objects within that sub-grouping.

Assessments (nav) r

Select a group

T IT application (7)
1. Not Started (2)
2. Classification Data ¢

4. Waiting for Assessr

il

5. Entening Plans (1)

6. Finalized (2)

4. Locate the “FinanceBooks” object and double-click to open the details.

L a. Refresh Add ~ Open Delete ASSign... Action+| | M| &
Mame Aspect Parent Entity Sub Entity Respondent
v v v v v
OF O FinanceBooks FinanceBooks Acme Corp. Asgacements Assesement
D B’ 0 Paligo Paligo Acme Corp. Assessments
5. In the Questionnaires widget, click the & icon to open the questionnaire.
Rsam Platform Documentation 10
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« Back to list
L

IT Application: FinanceBooks

Mame: FinanceBooks Agpect Parent: FinanceBooks Click this icon

workdlow State: 1. Not Started Entity: Acme Corp. to open the

Sub Entity: Assessments Respondent: Assessment Re questionnaire
QIJESEH:II"I naires

Marne Questionnaine Stare

FinanceBocks 2 of 29 answarad 1. Mot Started

6. In the questionnaire that opens, type r_test_user in the Owner (this person will be assigned as
the respondent) attribute. As you type, the list of users that match the string appears. From the
list, select r_test_user “Test User” ().

FinanceBooks
Complete the information for each histed attnbute
’ Tadb Name : Attributes

Party Responsible
for Development

» Party Responsible
for Maintenance
Type here
Party Responsible
for Support

bl
3 Owner (this L . rtestt ]
S o person will be
assigned as the
respondent) r_test_user “Test User” ()

r_test_owner “Test Owner™ ()

System
Description

System ID (used
for Asset
Management
integration)

The user is assigned.

7. Click ™ to reach the end of questionnaire and click Start Classification.
8. Mouse hover over your username and click Logout to log out from Rsam.
9. Sign in as the Test User user. Enter as r_test_user and as password.

10. From within the navigation panel on the left side, navigate to Assessment Management >
Assessment Navigator.

11. From within the navigator, select the IT Application grouping. The “FinanceBooks" object
should be included in this list. This is because the Respondent role has been assigned to the
“r_test_user” user.
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Note: The IT Application grouping tab will be visible for r_test_user only if the user is assigned
permission to view the tab. For information on assigning permissions to a tab, refer the document
Rsam Platform Step-by-Step Tutorial — Creating a Home Page.

Change Password

You may change your Rsam user account password anytime as desired. To change the password,
perform the following steps:

1. Mouse hover over your username and select Change Password.

L + Example Administrator

Change Password

. Logout
2. Enter your existing password in the field.
3. Type a new password in the field and retype the new password in the
field.

Current Password

New Password

Confirm Password

Cancel

4, Click Update.



This section provides an overview of navigating in Rsam through Menu options, home page, and other
tabs in the Navigation panel.

Menu Bar

The menu bar in Rsam consists of two sections: the application menu and the user menu. The
application menu is on the left, and the user menu is on the right. The application and user menus
are controlled by roles, so different users could have different items available in their respective
menus.

The following image illustrates the menu items available for the r_admin user:

Application User and
Menu Help Menu

Records Report

Open Assessment By Role * Open Object Administrator
Register new assessment Open Audit Manager

Name Add Object Open Lead Auditor

= Import Objects i -

Navigation Panel

Rsam’s main navigation panel is presented on the left side of the screen. This navigation panel

contains links to Home Page tabs. The navigation panel icon (E) at the top-left corner on the Menu
bar allows you to expand and collapse the navigation panel. If the navigation panel is expanded,
clicking the navigation icon collapses the navigation panel. To re-expand the navigation panel, click
the navigation icon again. After navigating to other pages in Rsam, clicking on “"Home"” link in the
menu bar will direct you to the most recently visited Home Page tab. If the last visited page was a
self-registered link, it may not open that page.



o
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Navigation icon

Click to expand or
collapse home pages

Objects & Records
SEments

Vendors

Vendor Respondent Home

Control Testing

Risks

The Filter field in the navigation panel allows you to search for a specific home page. For example, if
you want to search for all home pages that include “dashboard” in their name, type “dashboard” in
the search box. The home pages that match the filter string are presented, and the matched text is
highlighted.

a dashboard| %] =

Audit Management

Planning Dashboard
Manager Dashboard
Auditor Dashboard

Coordinator Dashboard

To delete the filter criteria, click the & icon.

=
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Home Page Tabs

Home Page tabs are pre-defined pages that allow users to quickly access the most common items
they interact with in Rsam. Home Page tabs are hierarchical. Each top-level Home Page tab or
“grouping” tab can contain one or more “grouped” tabs.

Access to home page tabs is role-based, so users can view only those Rsam Home Pages that are
associated with their roles.

To view a Home Page tab, perform the following steps:

1. Ensure that the left-hand-side navigator panel is visible. If it is not, use the navigation drawer
icon to expand it.

2. In the navigation panel, click any of the Home Page tab grouping tabs to display its subtabs,
then click on the name of the grouped Home Page tab that you would like to view.

Home Page Tab Types

Home Page tabs come in three different types: Standard Tabs, Record Navigator Tabs, and Object
Navigator Tabs.

Standard Tab

A Home Page created using the Standard Tab displays “widgets,” which include items like dashboard
charts, reports, self-registration links, and more.

Questionnaires

This tab provides access to your assigned questionnaires.

Click on your assigned r 4. Waiting for Azsessment, 3
2. Classification Data Gather

i i H
MO e hannoiroa wldget 2 ESSI'I'IEM’ Da‘a Gat-"erlnga BE — /A.-.' 1- N(}E E{ar‘ted. 11
My Questionnaires
p }! &. Finalized, 16

| Role otal Waiting 5. Entering Plans, 2
dc. Assessment Finalized, 14
=~ 4b. Assessmant Response Raview

Vulnerability
Mananer 1688 1534

Manager 182 153

Record Navigator

A Record Navigator tab displays one or more saved record searches that allow you to quickly and
easily access records.

Rsam Platform Documentation 15
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o

Mavigation
Type
HLSE S )] | Seaech ) Refresh | | add > m Dalete | | Assign.. | | ddtion
[iame T vnersbiey 10 Ps———
= =
10.2.57.255 cifs-samba-gfilep EPATHINFO Buffer
cifs-samba-sec-desc. Dascrigtor
10.2,57.255 e SEee
10,2,57.255 cifs-dedault-password-rod f:;!ww “passward” an CIFS
3. Medium (25) Aeecunt
OF € i0zs7.255 cifs-nt-0002 Anoniymoas users can abtan
4, High (17} the Windows password policy
Ny CIFS Samba “enum_csc_policy”
8. Crivcal (17) a B “ 10.2.57.235 cifs-s:amba-enum-csc-policy-bof Structure Buffer Overflow
* Remediation Pending Apprd ) Wulnerability
cif-s.amiba-share-restriction- Samba Share Restriction
Vulnerabiity - Gualys VM {138 OF & izs7.255 L S
M506-035: Vulnerabibty in
OF @ iwozsr258 windows-hotfix-msb6-035 W“!m';mm“
(917158)
OF © w2se2s rpc-solaris-koms-readfla L

Information about records is described in the Interact with Records section.

Object Navigator

R-sam

An Object Navigator tab displays one or more saved object searches that allow you to access objects

quickly and easily.

Navigation
Type

Assessmants (n

Select a group

T IT Application (&)
1. Mot Started (1) %
2. Classification Dat:
4. Waiting for M

5. Entening Plag

MNavigation
Tree

6. Finalized |

* IT Bismedical Devic

P. Agsessments

L

* IT Database (2) -
m "

Rsam Platform Documentation
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Object Navigators also allow you to define a collection of widgets that will be displayed for the object
once it is opened from the navigator list. This feature is unique to Objects and is not available for
Record navigators.

General Object
Infermation

« Back to

Hame: HR Aspect Parent: HR Manager Pro

Workflaw . Entity: Acme Comp.

Sub Entity: Assessments Respondent: Assessment Respondent
Questionnaires

Name Questicnnaire State |
HE Manager Pro 10 of 79 answered . Fnalized # A m

HR Manager Pro - Application Controls - Full 11 of 34 answaered 43. assessment Data Gatharing g A |
R Manager Pro - PC] Cardholder Data 7 of 16 answered 4c. Assessment Finalized g A

Findings

Status of Findings

3

Chart of Records
for the Object

Links to Records
for the Object

s Opaen
i, Remediabicn Banding
PIRT i ) Approval
- MEr . 5 s Eisk v s ACcapted
XM - Burp Suite (0]
etr - i L i)
1

Documents (0
Conkacts {0

; o
Inchcator Resyis (0] Guatisnnsion Finding

For more information on configuring home pages, refer to the document Rsam Platform Step-by-Step
Tutorial — Creating a Home Page.
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Interact with Assessments

Assessment refers to the questionnaire functionality available in Rsam objects. This section explains
how to open and create assessments.

Open an Assessment

You can open assessments for which you have been granted appropriate permissions. There are
several methods in Rsam for locating and opening an assessment. We have already seen how to
access IT Application assessments from the Assessments Object Navigator Home Page tab. So, in this
example, we will open an assessment through the Assessments menu item.

To open an assessment, perform the following steps:

1. Sign in to Rsam as the r_assessment_manager user. Enter is r_assessment_manager
and is password.

2. Navigate to Assessments > Open Assessment by Role > Open Manager. The My
Assessments (Manager) page appears.

3. In the My Assessments (Manager) page, choose any item from the list and click the Open
link available in the Action column.

My Assessments (Manager) X x
Name = Type Entity State Information Action -
ABOU-MERHI LINES | Vendor [ Service
SAL Provider Assessments 1. Mot Started Cpen i X
Acme Corp HQ Physical Facility ASSEESMENTS 6. Finalized Dpen M X
ACME Holdings Vendor / Service ype
Corporation Provider Assessments 1. Mot Started Open & X

Vendor / Service
Alliance Lid, Provider Assessments 1. Mot Started Dpen -l
ASMT Test IT Application ASSEESMENts 6. Finalized Open & X
ASMT Test -
tion Controls 4c. Assessment
Application Controls .f.pplll:a Assessments Dpen a X
- Full Full Firali z2ed

Create an Assessment

You can create assessments for object types for which you have been granted appropriate
permissions. In our example, we will create an assessment for the "IT Application" object type using
the Assessment Management home page.

To create an assessment, perform the following steps:

1. Sign in to Rsam as the user. Enter iS r_assessment_manager
and is password.

2. From within the navigation panel on the left-hand side, navigate to Assessment
Management and click Create new IT Application.

Rsam Platform Documentation 18
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Assessment Management

Questionnaires
Assessment Navigator
PCI Merchants

Questionnaire Findings
MNavigator

Responses to Review MNavigator

Create new IT Application

The Create New IT Application page appears.

3. Enter Paligo in the Name field and click Create IT Application.

Create New IT Application

IT Application Name
Paligol

Entity: Sub Entity

Acme Corp.: Assessments

L1

Create IT Application

For more detailed steps on how to create and answer assessments, refer to the documents — Rsam
Platform Step-by-Step Tutorial — Creating a Questionnaire and Rsam Platform Step-by-Step
Tutorial — Creating an Assessment Questionnaire.

Rsam Platform Documentation 19
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Interact with Record Categories

This section explains the various ways to open record categories. Record categories are the
“containers” to hold records of specific types.

Open All Record Categories

Opening all record categories is a convenient way to view all record categories under a specific
object. In this example, we will open all the record categories for the “10.2.57.255” IT Host object.

To open all record categories, perform the following steps:
1. Sign in to Rsam as the r_admin user. Enter is r_admin and is password.
2. Navigate to Records > Open All. The objects list appears.
3. In the page that appears, click the All My Records link available in the “10.2.57.255" object

row.
Instructions Hide Unused x
Name Type Entity State Category 2
10.2.2.2 IT Host Infrastructure HOStS Newly Identified Asset All My Records
3
10.2.57.255 IT Host Infrastructure Hosts N/A Al My Records

¢ || General WM - Nessus VM - 155 WM - Netl(Q WM = Qualys VM WM - MicAfee Vulnerability Manager WM - Qualys PCH VM - Qualys Tickets

General Information /N
Record
IT Host Name: 10.2.57.255 .
Sub Entity: Infrastructure Hosts catego"“
State: N/A
Workflow

BOM: Admn Overnide - Generate BCM Profile

WM: Decommession Host

Rur Raged Report

WUnlzgk Responses

Lock Responsés

Show History

Open a Specific Record Category

When you know that the records you want to view are under a specific record category, open that
record category directly. In this example, we will open the “Findings from Questionnaire” category of
the “"Acme Corp HQ"” object.

To open the record category, stay signed in as the r_admin user and perform the following steps:

Rsam Platform Documentation 20
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1.

Navigate to Records > Open By Category > Findings from Questionnaire.

Records Report

Open All

Open By Category Findings from Questionnaire

Import Records Questionnaire Response Review
L

Findings from Questionnaire (Archive)

Objects associated with that Category Type appear.

Click Findings from Questionnaire in the Category column corresponding to the “Acme Corp
HQ" object.

Instmstsnns Hida Unused =X
Name Type Entity State Category =
ABOU-MERHI LINES SAL  Vendor / Service Provider | Assessments 1. Not Started ——
e
Agme Corp HO Phiysical Faciity Assessments 5. Finalized T
HaeStonnre
Acme Corp. Entity Acrme Corp. MfA - "H

The object category tabs appear with the “Findings from Questionnaire” tab selected.

Findings from Questionnare »

lFmdn-Ji from Quesnonnmr-el Questionnare Response Review Findings from Questionnasre (Archeve)
Find[ngs from Questionnaire Refresh m Open Dedete Assgn. Acton * m 3 ]I X
Instructions -

The following questionnaire responses generated gaps. For each item ksted below, piease complete the folowing steps:
s Select the item and click on Add, folowed by the appropnate opuon
s Complete ail required felds, and submit the record

Record Workflow State HML Control Name  Supplied Answer Minimum Required Answer
+ O B ° a Open PHY: Physical Entrance Control  No access control Personakized magnetic badgd
Pand
+ O B 0 a E;:';?;Mn g PHY: Access Logoing No Loggng Supeérvised sign-m sheet
A m B 0 a Remediation Pending Approval PHY: Physical Montonng No physcal montonng Camera montonng (active)
P
+ O G ° a iz;l:?;bon ending PHY: Fre Alarm Testing Reocurnng <12 months Recurmnng <6 months




Interact with Record Types

This section explains how to work with records in Rsam.

Open a Record

There are several ways to find records that you want to open in Rsam. One is by navigating through
Record Categories as explained in Open a Specific Record Category. Another is to use a record
navigator home page tab. In this example, we will use the Questionnaire Findings navigator home
page tab to find and open a Questionnaire Finding record.

To open a record, stay signed in as the r_admin user and perform the following steps:

1. From within the navigation panel on the left-hand side, navigate to Assessment Management
> Questionnaire Findings Navigator.

Assessment Management

Questionnaires
Assessment Navigator
FPCI Merchants

Questionnaire Findings
MNavigator

Responses to Review MNavigator

Create new IT Application

2. Expand the IT Application grouping, and click the ASMT Test sub-grouping.

Questionnaire Findings (n... =

Select a group

T IT Application (33)
¥ ASMT Test (10)
¥ ContractMaker (15)
* HR Manager Pro (4)

* IT Application Test (4)|

The corresponding records appear.

3. Open the “Password Length (user)” record by using one of the following methods:
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e Double-click the Password length (user)" record.

o Click the & icon in the “Password length (user)” record row.

e Select the "Password Length (user)" record and click Open.

Click Open

Quesbonnare Fndngs (... * Refresh Add »

_ Clic
' Select a group ‘
|

Supphed Answer

* IT Applhication (33) || @ & @O  rassword Length (usen) Allows < 6 character

* ASMT Test (10)

How often are end-users
(% O © rassword Aging (user) Requres annual changes forced to change thew

nacownrde?

* ContractMaker (15)
)

Add a New Record

Rsam provides several ways to add a new record. In this example, we will add a new Finding record
through the self-registration link available on the Start home page.

To add a new record, stay signed in as the r_admin user and perform the following steps:

1. From within the navigation panel on the left-hand side, navigate to Start > Create a new
Finding record.

Welcome

Create a new Exception record
Create a new Finding record
Create a new Incident record

Create a new Issue record

The Finding record opens with the Finding tab selected.

2. Enter the following values for the fields listed in the record form.
Field Value
Reportable Yes
Universal Severity High
Details Demo Finding
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I:_U Finding H Management Response ”Mﬁuﬂm ”ﬂdmdm ” Eﬁmﬂmnﬂrﬂd" Workflow Notes

Field Value

Cause Learning

Impact High

* Finding i edable Submit Update Save & Close | | Action® || v e u
[read, modify, delete L

Finding ID 3
Observation Date 172572007 |75

Finding Owner 2 nomo Manager € %

Reportable  Yes w
Universal Severity 4. High v
Details  Demo Finding Record

Couse  Learning

Impact  High

3. Click Submit.

Add a Child Record

Records can be defined in a parent/child relationship. In this next example, we will add a “child”
record to the “parent” Finding record that we just created in the previous section. To add a child
record, stay signed in as the r_admin user and perform the following steps:

1. From within the navigation panel on the left-hand side, navigate to Finding Management >

Finding Navigator.

Finding Management

Findings
Finding Mavigator

Create a new Finding record

2. Select the "Demo Finding” record, then click Add > Selected Finding > Remediation Plan

(POAM).
Firndrig (man) 4 i ) Rafrash Ad Delate ASEIQN..., Action~ Go ko K_ &
| Record Category Revord Tipe Nama | Selected Finging Remadiation Flan (POAM) Finding Crwner '
= Rigk Acceptancs Reguast
| B FQ rndngs Finding Global Recards o Compensating Control Ty
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The Remediation Plan (POAM) record opens with the Remediation Plan (POAM) tab
selected.

3. Enter the following values for fields listed in the child record form.
Field Value

Describe the Remediation or Controls |Demo Remediation Plan

When will remediation start? Select today’s date

When will remediation be completed |Select a future date

* Remediation Plan (POAM) (new) €5 edtadle — i Rt b P Uodate 1S n
Save & Close Action v

(—H . Rl.:meox)on Plan (POAM) ”w o:a]

* Describe the
Remediation or
Controls
Who owns the T Q
remediation effort?
« When will | * When will Le
remediation start? remediation be
completed?
When was
File Attachment(s) O i Altachmentis] remediation actually
completed?

4. Click Submit Remediation Plan.

Note: The ability to create child records depends on the defined record structure as well as the
workflow state of the “parent” record. For more information on configuring record structures, refer to
the document Rsam Platform Step-by-Step Tutorial — Creating a Record Structure.

Update a Record

In this example, we will update the “Password Length (user)” record from the Finding from
Questionnaire record that we have used in the Open a Record section. To update the “Password
Length (user)” record, stay signed in as the r_admin user and perform the following steps:

1. Open the “Password Length (user)” record using the steps in the ™ Open a Record” section.

2. Populate the attribute by performing the following steps:
e Click the spyglass icon () next to the attribute.

Related Exception ;g Q
Requests © j
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e In the dialog that appears, select the exception request "ID: 18," and click Update.

Related Exception Requests n
L Refresh Create New | | &
| Drag a column here to group by.
1D Description Universal Severity / Risk Name Workflow State
v i i v i
The Manufacturing division
requires the use of Conflict
17 Minerals mined by ACME Corp 3. Medium Global Records Rejected
until anather source becomes
available.
18 Example 2. Low Global Records In Draft
'l (7] ]
gem.— Records per page 50 << < | Page |1 *|of1 | > »> Limit total results to:
Clear All Selection(s) Cancel
3. From the drop-down list, select Remediation.

#* Object Name
Remediation

Required Closure Date Compensating Controls
Risk Acceptance Reguest

How will this finding | v

ba resolved? ~~TTTTTTTooTTmommooommoe- f\

Click the arrow to

view options

4, Click Update or Save & Close.

Filters

Filters allow you to find the records of interest within a search result grid. In this example, we will
use the “Questionnaire Findings” navigator to filter records of the "ASMT Test” object to show only
those that are in the “Remediation Pending Approval” workflow state.

To filter records, stay signed in as the r_admin user and perform the following steps:
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1. From within the navigation panel on the left-hand side, navigate to Assessment Management >
Questionnaire Findings Navigator.

2. Expand IT Application and click ASMT Test. The records appear.

3. Locate the “"Workflow State” column. You may need to scroll to the right in the search result to
find it.

4. To apply the filter on the “Workflow State” column, perform one of the following steps:

e Click the Filter icon and select Equals.

Workfiow State -~
W

Clear Filter
Equals

Pending Risk Acceptance
Pending Risk Acceptance

Pending Risk Acceptance
Pending Risk Acceptance

Pending Risk Acceptance

e Double-click in the space next to the Filter icon (Rsam will assume you want to use the
Equals operator).

5. In the options that appear, select the checkbox for and click
Update.

Pending Risk Acceptance
Pending Control Approval

Remediation Pending
Approval

Open

m

Open

Risk was Accepted

O000 8 OO0

Compensating Control
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Copy a Link

Copying a record or search link is a great way to quickly share content with other users. For example,
you can paste the link to a specific record into an email, allowing the recipient to directly access the
record without having to search for it. You can also copy the link to a home page tab. In this
example, we will copy the link to the “Questionnaire Findings” navigator home page tab.

To copy the link, stay signed in as the r_admin user and perform the following steps:

1. From within the navigation panel, navigate to Assessment Management > Questionnaire
Findings Navigator.

2. Click the icon.

Quastionnaira Findings (... © v R Refresh Add = Open Delete ASSIQN... Action® Go to X

The link is now copied to your clipboard and can be shared with other users through email,
instant message, and more.

Perform a Workflow Action

The Action menu allows you to perform workflow actions. Available workflow actions are specific to
the record type, the current workflow state, and your role. In our example, we will move an Exception
record from the “Under Review” workflow state to the “"Approve” workflow state.

To perform the workflow action, stay signed in as the r_admin user and perform the following steps:

1. From within the navigation panel on the left-hand side, navigate to Exception Management >
Exceptions Navigator.

2. Select the first item in the list with Workflow State “Under Review,” then click Action and
select Approve.

Excapbions (nav) = Y 1] Rafrash badd * m Draslata AdEag0... Actsan * Ga o x &
|1} Workdlow State Submitter Submitted Date Apprave Expiraticn Daty
a o = o Reject o
CEFO 17 Undar Reviaw Exampile Admin 2013-09-16 Rewver 1o Draft 2015-04-15
il
OF @ 1 In Braft Evaenche Admicistrator 2015-08-10 Fun Recard Detad Report 2015-05-09
Show Changs Log
Shover History

The record workflow state advances to the next state, “Pending Manager Sign -Off”.

Assign a Record

The Assign button allows you to assign records to other users. In our example, we will assign the
“Password Length (user)” record to the r_demo_owner user using the Assign button.

To assign a record using the Assign button method, stay signed in as the r_admin user and perform
the following steps:
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From within the navigation panel on the left-hand side, navigate to Assessment
Management > Questionnaire Findings Navigator.

Expand IT Application and click ASMT Test. The records appear.

Select the “Password Length (user)” record and click Assign. The Permission Assignment

dialog appears.

Click Add.

Permission Assignment
Permission Assignment
Assigned Users/Groups

i} First Mame Middle Mame  Last Name eMail

-~

The Search User/Group dialog appears.

Type r_demo_owner in the box.

Search for User/Group

Search for Users & Groups

r_demo_owner| Q9 Domains
Under Search Results, select the checkbox for and click Update.
Search lor Userf Group w
Search for Users & Groups
r_ddema_cowrier L] Demanns
Saarch Results
| [E] First Mame Hiddle Hame Lasl Mame ekl Authenioation Ty
B & r_demo_owner | Deme Cravreer ASaM
Total § user(s) selected m Cancel
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7. Under Roles for Demo Owner, select the checkbox for

Permission Assignment %

Parmission Assignment
Assigred Users/Groups

L5 First Mame Middle Mame  Last Mame eiail

& r_demo_cwner Demo Crwrer

g Remova

Roles for Demo Swner Counk; 1

Objedt Administrator
Submitter

Reviawar

CEF Admin

CEF Agsasdment Lead
CEF Baspondant

000800

8. Click Apply and click OK.

Delete a Record

The Delete button allows you to delete records. In our example, we will delete the "Demo
Remediation Plan” record created in the Add a Child Record section. To delete the record, stay
signed in as the r_admin user and perform the following steps:

1.  From within the navigation panel at the left-hand side, navigate to Finding Management >
Finding Navigator.

2. Expand the "Demo Finding" record row by clicking the + icon.

Record Cabapary Record Type Name Werkdflow Srate Firuding 1D Firyding Owner

|:| D ﬂ Findings Finding Global Records Bemediation Pendng Approval 3 Demo Manager

3. Select the "Demo Remediation Plan" record and click Delete.

Findog (nav)  * L Refresh Add Open Detote Asogn Action Go to x @
Record Catogory Record Type Poama Workfow Stace Finding 10 Fndng Owner
- O F © rndngs Fndng Globai Records Remedation Pendng Approval 3 Damo Manager
Record Type Workfow State Remediation Descnption Remadation Ow
G T O  Remedation Pan (POAM) Remedaton Pending Approval Demo Remeaatson Plan ‘

4. In the confirmation message that appears, click Yes.
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Interact with Searches and Charts

This section presents a high-level overview of working with searches and charts. For more details,
refer to the document Rsam Platform Step-by-Step Tutorial — Creating Record Searches and
Charts.

Open a Saved Search
This section explains the steps to open an existing saved search. In this example, we will open the

“Audits by Status” record search. Stay signed in as the r_admin user and perform the following steps:

1. Navigate to Search > Saved Searches & Charts (you can also click directly on the Search
menu item).

Saved Searches & Charts

Last Search

2.  Under Existing Searches, click Record Searches.

Searches Charts & Rel

New Searches

+ New Object Search
+ New Record Search
+ New Log Search

%+ New Performance
Search

+ New Debug Search
Existing Searches
__| All Searches

el Object Searches

__J Record Searches

Log Searches

3. In the Saved Searches grid, click Audits by Status.

Saved Searches
Select a search bo run or edit

_Sea rch Name .Ereated By .l.lse Type
*HITRUST Lookup Control Levels Example Administrator Dynamic Attribute o x
1. Audits by Status Example Administrator (shared) Records Mavigator L X
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Add a Saved Search

In this section, we will walk you through the high-level steps for creating a search. For more detailed
instructions on how to create and manage searches and charts, refer to the document Rsam Platform
Step-by-Step Tutorial - Creating Searches and Charts. Stay signed in as the r_admin user and perform
the following steps:

1. Navigate to Search > Saved Searches & Charts.

2. Under New Search, click New Record Search.

3. Select a record type from the drop-down list.
Quick Search: _
[Select Record Type]| = i

[Select Record Type]

Questionnaire Finding

Response to Review ]

The default search attributes for the record appear.

4. You may add additional fields in the search and apply filters, groupings, and sort order.
5. Click Update to view your search results.
6. Click Save to save the search for later use.
7. In the Search Manager dialog that appears, perform the following:

a. Provide a name for the search.

b. Select Record Navigator.

c. Select the user role(s) for which the search must be visible.

d. Click Save.
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In this section, we will walk you through the steps to update a search. In our example, we will update
the “Audits by Status” record search by adding the Related Business Units field to its results. To
update the “Audits by Status” search, stay signed in as the r_admin user and perform the following
steps:

1. Navigate to Search > Saved Searches & Charts.
2.  Under Existing Searches, click Record Searches.
3. Click the Audits by Status search to execute it.
4. Click the Search Criteria button above the search results. The Select Fields dialog appears.
5. Add the field by performing the following steps:
a. In the first unpopulated row, click in the empty cell in the Field column.

b. Begin typing Related Business Units to filter the list of available attributes and select the

attribute.

Select the fields to include into your search. You can set order, sorting and grouping as well as filters
Quick Search:

[Select Record Type) ® Switch to Advanced Mode
: Display
| Field Type Field s Field Filter ~
Record Fields Record Type Audit

Record Attribute Audit Name 1

Record Attribute Audit Type 2
| Record Flelds Record Workflow State 3

Record Attribute Audit Manager a

Record Attribute Lead Auditor 5

Record Attribute Start Date 6

Record Attribute End Date 7

Record Attribute Plan Name 8
| Record Attribute réat

IAM: AUD - Related Auditable Entity A
Related Business Units
v
.. ad V-
Attribute Types: () Sort alphabetically £ Lim stors m Cancel

c. Click Update. The search now includes the “Related Business Units” column on the far
right.

Delete a Search

In this section, we will walk you through the steps to delete a search. In our example, we will delete
the “Audits by Status search”. To delete the “Audits by Status” search, stay signed in as the r_admin
user and perform the following steps:
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1. Navigate to Search > Saved Searches & Charts.

2. Under Existing Searches, click Record Searches.

3. In the Saved Searches list, click the X icon available in the 1. Audits by Status search row.
Saved Searches
Select a search to run or edit
Search Name Created By Use Type
*HITRUST Lookup Control Levels Example Administrator Dynamic Attribute ] -' x
L. Audits by Status Example Administrator (shared) Records Navigator ] s’ E

Add a Chart

A chart is created from an Rsam search. In this section, we will walk you through the steps to add a
chart. In this example, we will use the “Findings by Status” record search as the basis for the chart.
For detailed step-by-step instructions on how to create charts, refer to the document Rsam Platform
Step-by-Step Tutorial - Creating Searches and Charts.

To add a chart, stay signed in as the r_admin user and perform the following steps:

wonNno=

e

Navigate to Search > Saved Searches & Charts.
Under Existing Searches, click Record Searches.

Click Findings by Status. The search details are displayed.

Click the chart icon.

Click Save Chart Settings.

[New Chart]

2. Dpen i

Count

Chart Sattings Save Chart Settings Save Chart Settings As
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The New Chart dialog appears.
6. Enter “My Findings Chart” in the field.
7. Click OK.

Update a Chart

In this section, we will walk you through the steps to update the My Findings Chart created in the
“Add a Chart” section by changing the chart type to "Column 2D.” To update the chart, stay signed in
as the r_admin user and perform the following steps:

1. Navigate to Search > Saved Searches & Charts.
2. Click Charts & Related Searches.

3. Click Record Charts.
4

In the Saved Charts list, click the pencil icon in the My Findings Chart row.

Saved Charts
Select a chart to display. It will load related search automatically
Chart Name Created By Related Search
. ’ \Clldl ¥ : —
Indicator Results by Type = Indicator Results by Type o ,
(past 30 days) Example Administrator (past 30 days) & e X
Issues by Severity Example Administrator ISH Tasue Ty Severty. L X
(chart) s —
Issues by Workflow and ISM: Issues by Workflow >
Severity Example Administrator State and Severity (chart) | - = =
) . ISM: Issues by Workfiow y .
. v N - ”, P x
Issues by Workflow State  Example Administrator State (chart) o 4
My Findings Chart Example Administrator 5. Findings by Status | 4 X
The Rsam Chart Properties dialog appears.
5. On the Chart Type tab, select Column (2D) from the drop-down list.
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Legend

Label

Background

Chart Type :  column (20)

Animatio . €4

6. Click Apply and then click OK.

Delete a Chart

In this section, we will walk you through the steps to delete the "My Findings Chart” created in the
“Add a Chart” section. To delete the "My Findings Chart,” stay signed in as the r_admin user and

perform the following steps:

1. Navigate to Search > Saved Searches & Charts.

2. Click Charts & Related Searches.

Existing Charts

| All Charts
__| Object Charts
__| Record Charts
| Log Charts

Performance Charts

Searches Charts & Related Searches

3. Click Record Charts.

4. 1In the Saved Charts list, click the X icon in the My Findings Chart row.
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5. In the confirmation dialog that appears, click OK to confirm the deletion.

Saved Charts

Select a chart to display. It will load related search automatically

a\;;t];r;e . "waéated 87‘ Related Search

B S R A S — » .
Issues by Workflow State Example Adminstrator oy Sonw S w < x
My Findings Chart Example Administrator 5. Findings by Status W £t E

Last Search

Rsam automatically saves the last search criteria and makes it available via the Search > Last
Search menu. As the last search opened is “Findings by Status,” the same search criteria will be
displayed on clicking Last Search.

[Last Search]

Y ‘ Rfresh Add = Dbt Asﬁll’ﬁ... Acton'® Go to Search Criténa Save Savi Search As _._

@-||X

Select a group | Workflow State «
2.0 o Finding 1D Details Reportable Observation Date Saverity
v v v b -
Published Code Not Paer
OF @ 1 Reviemed 2015-06-16 Medum
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